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Ø Replay Attack [1]
Ø Onion Services Attack [2]
Ø Fingerprinting Attack [3]
Ø Bad Apple Attack [4]
Ø Bandwidth Inflation [5]
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S. Kim, J. Han, J. Ha, T. Kim and D. Han, "SGX-Tor: A Secure 
and Practical Tor Anonymity Network With SGX Enclaves," 
in IEEE/ACM Transactions on Networking, Oct. 2018.
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System Overview
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ParTEETor
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Relay Selection Algorithm

TEE-Based Relay

Client Website

Circuit Security PolicyCircuit Security Policy TEE Deployment ScenarioRelay Selection Algorithm
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Circuit Security Policy
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Attack Adversarial Relays TEE Requirement

Replay Attack [1] Entry and Exit Entry

Onion Services Attack [2] Entry and Exit Exit

Fingerprinting Attack [3] Entry Entry

Bad Apple Attack [4] Exit Exit

Bandwidth Inflation [5] Entry, Middle, and Exit Entry, Middle, and Exit

Required TEE placement to mitigate attacks

Security Policies

None

Entry

Exit

Entry, Exit

Entry, Middle, Exit

Security Policies
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Extended Relay Selection Algorithm
Function RelaySelection (G = (V,E), R = (P, T )):

circuit = [ ];
for position, TEEreq ∈ R do

relaylist = { };
for v ∈ V do

if position ∈ v.positions then

if v.TEE or not TEEreq then

add v to relaylist;
end

end

end

totalBW =
∑

∀r∈relaylist r.bandwidth;

select relay r with probability r.bandwidth
totalBW

;
add relay to circuit;

end

return circuit
end

Security Policies

None
Entry
Exit

Entry, Exit
Entry, Middle, Exit
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TEE Deployment Scenarios
Bandwidth Weighted Deployment
• Probability of relay being TEE-based proportional to bandwidth of relay

TEE-Based Relay

Client Website

TEE-Based RelayRelay

TEE-Based Relay

Client Website

High BW

Mid  BW

Low BW
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Evaluation
(1) How much congestion is present in circuits when enforcing TEE 
requirements under partial deployments? 
(2) What is the reduction in availability of circuits when enforcing TEE 
requirements under partial deployments?

No TEETEE

…

Percentage of TEE 
Relays

Deployment 
Scenario

Directory Consensus 
Document

Security 
Policy

Tor Model TEE Model Generated CircuitsRelay Selection Algorithm

Output

Input

Input

Input

OutputOutput

Generate Tor Model Identify Deployment Parameters Generate TEE Model Select Relays

Input
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Performance
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Privacy

TEEs p = 1% p = 5% p = 10% p = 25%

None 3.36× 1010

Entry 3.36× 108 1.68× 109 3.36× 109 8.42× 109

Exit 3.36× 108 1.68× 109 3.36× 109 8.42× 109

Entry, Exit 3.36× 106 8.42× 107 3.36× 108 2.10× 109

Entry, Middle, Exit 3.36× 104 4.21× 106 3.36× 107 5.26× 108

Number of unique circuits possible based on the ratio of TEE-based relays in the network 
and the security policy.
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Conclusions
Partial deployments 
of TEEs within Tor 
improve security.

Users can achieve 
the same 

performance seen in 
Tor today.

Users can meet 
privacy guarantees 
seen in historical 
versions of Tor.
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Thank You!

rachelking@cs.wisc.edu

https://rachelking.me
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