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Security is critical to the 
success of computing systems.



MADS&P 4

Research Motivation

Central 
Server

HIDS

HIDS

HIDS

HIDS



MADS&P 5

Research Motivation

Central 
Server

HIDS

HIDS

HIDS

HIDS

HIDS

HIDS

HIDS HIDS

HIDS

HIDS

HIDS

HIDS

HIDS



MADS&P 6

Research Motivation

Hyperdimensional Computing:
• Lightweight, highly efficient 

computing framework 
• Input data is encoded into 

hyper vectors
• Useful in classification, graph 

prediction, and pattern 
recognition
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Research Question

Can we leverage hyperdimensional computing to develop an 
intrusion detection system which accelerates performance 
while maintaining high accuracy?
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Methodology
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Signature Generation
Leverage SysFlow telemetry framework to gather events

Defined conditions which denote presence of attacks

Policy engine to tag nodes in graph which match attack conditions

Subgraph with tagged nodes represents attack signature 
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Signature Generation

FF

35 28340, 1411, 29044, 630

ffff9f0612d61c00->ffff9f0612d62c00 /var/run/apache2/cgisock.14
ffff9f0705fb1800->ffff9f0705fb3000 /var/run/apache2/cgisock.14

pipe:[1295318571]
...

P

/usr/lib/apache2/mpm-worker/apache2 [-DFOREGROUND]

17812, 1592328184706298867
17768, 1592328175965515061
17882, 1592328188359870711

...

 33 tape 33 False

    FF (1592328173165403736,1592328229018426000)

    CLONE (1.592328e+18,1.592328e+18)

P

/usr/lib/cgi-bin/vulnerable [/usr/lib/cgi-bin/vulnerable]

17812, 1592328184706298867
17768, 1592328175965515061
17882, 1592328188359870711

...

 33 tape 33 False

    EXEC (1592328173166714864,1592328192283179169)

NF

2 33 [6]

2964, 128, 9508, 58

172.17.0.1:39128-172.17.0.2:80
172.17.0.1:39132-172.17.0.2:80
172.17.0.1:39136-172.17.0.2:80

...

    NF (1592328173165228162,1592328199986496037)

    EXIT (1592328173166714864,1592328192283179169)

FF

34 190398, 260, 650, 52

ffff9f0612d61c00->ffff9f0612d62c00 /var/run/apache2/cgisock.14
ffff9f0705fb1800->ffff9f0705fb3000 /var/run/apache2/cgisock.14

pipe:[1295314531]
...

    FF (1592328173166806907,1592328192288918000)

P

/usr/lib/cgi-bin/vulnerable [/usr/lib/cgi-bin/vulnerable]

17746, 1592328174019836579
17855, 1592328185947386059
17751, 1592328174396851146

...

 33 tape 33 False

    CLONE (1592328173168345901,1592328192281197245)

P

/usr/bin/uptime []

17746, 1592328174019836579
17855, 1592328185947386059
17751, 1592328174396851146

...

 33 tape 33 False

'mitre:T1082'

    EXEC (1592328173168740449,1592328192282928885)

    EXIT (1592328173168740449,1592328192282928885)

FF

32 191256, 208, 1898, 26

ffff9f0612d61c00->ffff9f0612d62c00 /var/run/apache2/cgisock.14
ffff9f0705fb1800->ffff9f0705fb3000 /var/run/apache2/cgisock.14

pipe:[1295314531]
...

    FF (1592328173168823756,1592328192288828000)
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Signature Generation

FF

35 28340, 1411, 29044, 630

ffff9f0612d61c00->ffff9f0612d62c00 /var/run/apache2/cgisock.14
ffff9f0705fb1800->ffff9f0705fb3000 /var/run/apache2/cgisock.14

pipe:[1295318571]
...

P

/usr/lib/apache2/mpm-worker/apache2 [-DFOREGROUND]

17812, 1592328184706298867
17768, 1592328175965515061
17882, 1592328188359870711

...

 33 tape 33 False

    FF (1592328173165403736,1592328229018426000)

    CLONE (1.592328e+18,1.592328e+18)

P

/usr/lib/cgi-bin/vulnerable [/usr/lib/cgi-bin/vulnerable]

17812, 1592328184706298867
17768, 1592328175965515061
17882, 1592328188359870711

...

 33 tape 33 False

    EXEC (1592328173166714864,1592328192283179169)

NF

2 33 [6]

2964, 128, 9508, 58

172.17.0.1:39128-172.17.0.2:80
172.17.0.1:39132-172.17.0.2:80
172.17.0.1:39136-172.17.0.2:80

...

    NF (1592328173165228162,1592328199986496037)

    EXIT (1592328173166714864,1592328192283179169)

FF

34 190398, 260, 650, 52

ffff9f0612d61c00->ffff9f0612d62c00 /var/run/apache2/cgisock.14
ffff9f0705fb1800->ffff9f0705fb3000 /var/run/apache2/cgisock.14

pipe:[1295314531]
...

    FF (1592328173166806907,1592328192288918000)

P

/usr/lib/cgi-bin/vulnerable [/usr/lib/cgi-bin/vulnerable]

17746, 1592328174019836579
17855, 1592328185947386059
17751, 1592328174396851146

...

 33 tape 33 False

    CLONE (1592328173168345901,1592328192281197245)

P

/usr/bin/uptime []

17746, 1592328174019836579
17855, 1592328185947386059
17751, 1592328174396851146

...

 33 tape 33 False

'mitre:T1082'

    EXEC (1592328173168740449,1592328192282928885)

    EXIT (1592328173168740449,1592328192282928885)

FF

32 191256, 208, 1898, 26

ffff9f0612d61c00->ffff9f0612d62c00 /var/run/apache2/cgisock.14
ffff9f0705fb1800->ffff9f0705fb3000 /var/run/apache2/cgisock.14

pipe:[1295314531]
...

    FF (1592328173168823756,1592328192288828000)
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Signature Generation 

P

/usr/local/bin/node [app.js]

18289, 1531776759292072790
18373, 1531776767942807705
18304, 1531776760935774867

...

root 0 root 0 False

    EXIT (1.531777e+18,1.531777e+18)

FF
1 0, 0, 0, 0

pipe:[66729332]

    FF (1531776743498399447,1531776771948103179)

P

/bin/sh [-c python cos-write.py -p testat:foo:"ibm 4 life!"]

18289, 1531776759292072790
18373, 1531776767942807705
18304, 1531776760935774867

...

root 0 root 0 False

'mitre:T1059.004', 'mitre:T1106', 'mitre:T1574'

    EXEC (1531776743499456307,1531776771949396618)

P

/usr/bin/python [cos-write.py -p testat:foo:ibm 4 life!]

18195, 1531776749346226888

root 0 root 0 False

    EXEC (1531776749346463402,1531776750549595176)

P

/usr/local/bin/node [app.js]

2025, 0

root 0 root 0 False

    CLONE (1.531777e+18,1.531777e+18)

FF

3 335, 50, 3575, 69

pipe:[66729332]
pipe:[66729333]
pipe:[66730098]

    FF (1531776744580553401,1531776771999999999)

NF

2 18 [6]

1615, 17, 6154, 17

10.187.39.243:49894-172.30.106.116:3000
10.187.39.243:49896-172.30.106.116:3000
10.187.39.243:49898-172.30.106.116:3000

...

    NF (1531776743495361008,1531776771950514590)

P

/bin/dash [-c python cos-write.py -p testat:foo:"ibm 4 life!"]

18144, 0
18135, 0

 -1 -1 False

'mitre:T1059.004', 'mitre:T1106', 'mitre:T1574'

    EXEC (1.531777e+18,1.531777e+18)

    EXIT (1531776743499456307,1531776771949396618)

FF
2 12480, 15, 0, 0

/etc/ld.so.cache
/lib/x86_64-linux-gnu/libc.so.6

    FF (1531776743500700341,1531776771949568076)

P

/bin/sh [-c python cos-write.py -p testat:foo:"ibm 4 life!"]

18305, 1531776760938783811
18384, 1531776768835165700
18374, 1531776767945551277

...

root 0 root 0 False

    CLONE (1531776743501350406,1531776771950070562)

P

/usr/bin/python [cos-write.py -p testat:foo:ibm 4 life!]

18305, 1531776760938783811
18384, 1531776768835165700
18374, 1531776767945551277

...

root 0 root 0 False

    EXEC (1531776743501731048,1531776771950312173)

    EXIT (1531776743501731048,1531776771950312173)

FF

873 82433536, 21839, 2128, 28

/usr/src/app/cos-write.py
/usr/src/app/credentials.json

/var/log/coswrite.log
...

    FF (1531776743501805846,1531776771999999999)

P

/usr/bin/python [cos-write.py -p testat:foo:ibm 4 life!]

18375, 1531776768005650006
18388, 1531776769580349917
18235, 1531776753306400767

...

root 0 root 0 False

    CLONE (1531776743563901312,1531776771122907938)

NF

7 212 [17 6]

280478, 1400, 55510, 140

172.30.106.116:60396-172.21.0.10:53
172.30.106.116:60613-172.21.0.10:53
172.30.106.116:60917-172.21.0.10:53

...

    NF (1531776744249460215,1531776771448027083)

P

<NA> [-c /sbin/ldconfig -p 2>/dev/null]

18107, 1531776743563901312
18330, 1531776764474668139
18342, 1531776765825939308

...

root 0 root 0 False

    EXEC (1531776743564461390,1531776770441492869)

P

<NA> [-c uname -p 2> /dev/null]

18351, 1531776766523193997
18230, 1531776753004919668
18377, 1531776768677780117

...

root 0 root 0 False

    EXEC (1531776750077851152,1531776771127482065)

    EXIT (1531776743564461390,1531776770441492869)

FF

3 11648, 14, 0, 0

/dev/null
/etc/ld.so.cache

/lib/x86_64-linux-gnu/libc.so.6

    FF (1531776743564548256,1531776770439437425)

P

<NA> [-c /sbin/ldconfig -p 2>/dev/null]

18324, 1531776763419529240
18307, 1531776760998654889
18386, 1531776768900639242

...

root 0 root 0 False

    CLONE (1531776743565048399,1531776770439526486)

P

/sbin/ldconfig [/sbin/ldconfig -p]

18324, 1531776763419529240
18307, 1531776760998654889
18386, 1531776768900639242

...

root 0 root 0 False

    EXEC (1531776743565345444,1531776770439845934)

FF
2 12480, 15, 0, 0

/etc/ld.so.cache
/lib/x86_64-linux-gnu/libc.so.6

    FF (1531776743565417084,1531776770439972495)

P

/sbin/ldconfig.real [-p]

18324, 1531776763419529240
18307, 1531776760998654889
18386, 1531776768900639242

...

root 0 root 0 False

    EXEC (1531776743566093206,1531776770441368826)

    EXIT (1531776743566093206,1531776770441368826)

FF
2 5805, 15, 0, 0

/etc/ld.so.cache
/sbin/ldconfig

    FF (1531776743565762045,1531776770441368826)

FF

10 5286, 11, 0, 0

/lib/x86_64-linux-gnu/libpthread.so.0
/lib/x86_64-linux-gnu/libselinux.so.1

/proc/filesystems
...

P

/usr/bin/dpkg [--print-foreign-architectures]

18101, 0

 -1 -1 False

    FF (1531776743932333366,1531776743933158455)

FF
1 0, 0, 0, 0

/etc/apt/preferences.d

P

<NA> []

18062, 0

 -1  -1 False

    FF (1531776743935118348,1531776743935133163)

    EXIT (1.531777e+18,1.531777e+18)

FF
2 1664, 2, 0, 0

/etc/ld.so.cache
/lib/x86_64-linux-gnu/libc.so.6

    FF (1531776745368021013,1531776745673675026)

P

python [cos-write.py -p testat:foo:ibm 4 life!]

18136, 0
18145, 0

-1 -1 False

    EXEC (1.531777e+18,1.531777e+18)

    EXIT (1.531777e+18,1.531777e+18)

FF

867 8073734, 2172, 152, 2

/usr/src/app/cos-write.py
/usr/src/app/credentials.json

/var/log/coswrite.log
...

    FF (1531776745369187970,1531776771999999999)

P

sh [-c /sbin/ldconfig -p 2>/dev/null]

18140, 0

-1 -1 False

'mitre:T1106', 'mitre:T1574'

    EXEC (1.531777e+18,1.531777e+18)

P

<NA> [-c /sbin/ldconfig -p 2>/dev/null]

18148, 1531776745741009170

root 0 root 0 False

'mitre:T1068'

    EXEC (1531776745741448074,1531776745743621196)

NF

5 17 [17 6]

20026, 100, 3965, 10

172.30.106.116:51251-172.21.0.10:53
172.30.106.116:51923-172.21.0.10:53
172.30.106.116:53719-172.21.0.10:53

...

    NF (1531776746410603557,1531776746709939835)

    EXIT (1.531777e+18,1.531777e+18)

FF

3 832, 1, 0, 0

/dev/null
/etc/ld.so.cache

/lib/x86_64-linux-gnu/libc.so.6

    FF (1531776745453084796,1531776745453524295)

P

/bin/dash [/sbin/ldconfig -p]

18141, 0

 -1 -1 False

'mitre:T1106', 'mitre:T1574'

    EXEC (1531776745456751326,1531776745456751326)

FF

3 1219, 2, 0, 0

/etc/ld.so.cache
/lib/x86_64-linux-gnu/libc.so.6

/sbin/ldconfig

    FF (1531776745456826219,1531776771999999999)

    CLONE (1531776743565048399,1531776770439526486)

    EXIT (1531776745741448074,1531776745743621196)

FF

3 832, 1, 0, 0

/dev/null
/etc/ld.so.cache

/lib/x86_64-linux-gnu/libc.so.6

'mitre:T1068'

    FF (1531776745741523076,1531776745741923744)

P

/bin/uname [-p]

18155, 1531776746404200416

root 0 root 0 False

'mitre:T1068', 'mitre:T1082'

    EXIT (1531776746404847415,1531776746405352027)

FF

2 832, 1, 0, 0

/etc/ld.so.cache
/lib/x86_64-linux-gnu/libc.so.6

'mitre:T1068'

    FF (1531776746404929446,1531776746404995513)

P

sh [-c uname -p 2> /dev/null]

18154, 0

 -1 -1 False

    EXEC (1531776746404847415,1531776746405352027)

P

/usr/bin/python2.7 [/usr/bin/pip install python-twitter ibm-cos-sdk requests]

18168, 1531776747587587487

root 0 root 0 False

    EXIT (1531776747587587487,1531776748365104705)

FF

947 3544340, 1529, 3079873, 876

/usr/local/lib/python2.7/dist-packages/xmlrpc/__init__.py
/usr/local/lib/python2.7/dist-packages/xmlrpc/client.py
/usr/local/lib/python2.7/dist-packages/xmlrpc/server.py

...

    FF (1531776747784527654,1531776748365104705)

P

/usr/bin/python2.7 [/usr/bin/pip install python-twitter ibm-cos-sdk requests]

18143, 0

root 0 root 0 False

    CLONE (1531776747587587487,1531776748365104705)

FF

886 11818899, 3103, 1284, 24

/usr/local/lib/python2.7/dist-packages/twitter/twitter_utils.pyc
/usr/src/app/credentials.json

/var/log/malware.log
...

P

/usr/bin/python2.7 [/tmp/exfil.py -a]

17754, 0

root 0 root 0 False

    FF (1531776748538313057,1531776758414962905)

    EXIT (1.531777e+18,1.531777e+18)

P

/usr/bin/python2.7 [/tmp/exfil.py -a]

18178, 1531776748575392157
18192, 1531776749314435963

root 0 root 0 False

    CLONE (1.531777e+18,1.531777e+18)

NF

9 126 [17 6]

183243, 714, 58549, 96

172.30.106.116:58157-172.21.0.10:53
172.30.106.116:60402-172.21.0.10:53
172.30.106.116:60541-172.21.0.10:53

...

    NF (1531776749323345932,1531776758323363516)

P

/bin/bash []

18177, 1531776748573387392

root 0 root 0 False

FF
1 0, 0, 1023, 9

/dev/pts/1

    FF (1531776750575356683,1531776771999999999)

P

/bin/bash []

13526, 0

root 0 root 0 False

    CLONE (1531776748573387392,1531776748573387392)

FF
1 5, 5, 2, 2

/dev/pts/1

    FF (1531776743136997744,1531776771999999999)

P

<NA> [-c /sbin/ldconfig -p 2>/dev/null]

18178, 1531776748575392157

root 0 root 0 False

    EXEC (1.531777e+18,1.531777e+18)

P

/bin/uname [-p]

18193, 1531776749316166590

root 0 root 0 False

'mitre:T1082'

    EXEC (1531776749316522705,1531776749316946802)

    EXIT (1.531777e+18,1.531777e+18)

FF

3 832, 1, 0, 0

/dev/null
/etc/ld.so.cache

/lib/x86_64-linux-gnu/libc.so.6

    FF (1531776748575962536,1531776748576351933)

P

/bin/dash [/sbin/ldconfig -p]

18207, 0
18179, 0

 -1 -1 False

'mitre:T1106', 'mitre:T1574'

    EXEC (1531776748576834367,1531776749848931372)

FF

3 2051, 3, 0, 0

/etc/ld.so.cache
/lib/x86_64-linux-gnu/libc.so.6

/sbin/ldconfig

    FF (1531776748576950246,1531776771999999999)

P

/sbin/ldconfig.real [-p]

18179, 0

 -1  -1 False

    EXEC (1531776748577779217,1531776748578550098)

    EXIT (1531776748577779217,1531776748578550098)

FF
2 387, 1, 0, 0

/etc/ld.so.cache
/sbin/ldconfig

    FF (1531776748577492377,1531776748578550098)

    EXIT (1531776749316522705,1531776749316946802)

FF
2 832, 1, 0, 0

/etc/ld.so.cache
/lib/x86_64-linux-gnu/libc.so.6

    FF (1531776749316599042,1531776749316660260)

    CLONE (1531776743563901312,1531776771122907938)

    EXIT (1531776749346463402,1531776750549595176)

FF

873 5806151, 1539, 152, 2

/usr/src/app/cos-write.py
/usr/src/app/credentials.json

/var/log/coswrite.log
...

    FF (1531776749346538024,1531776750546705266)

NF

5 17 [17 6]

20041, 100, 3965, 10

172.30.106.116:56821-172.21.0.10:53
172.30.106.116:58144-172.21.0.10:53
172.30.106.116:60132-172.21.0.10:53

...

    NF (1531776750084288054,1531776750477939099)

P

/sbin/ldconfig [/sbin/ldconfig -p]

18197, 1531776749410679587

root 0 root 0 False

'mitre:T1068'

FF

2 832, 1, 0, 0

/etc/ld.so.cache
/lib/x86_64-linux-gnu/libc.so.6

'mitre:T1068'

    FF (1531776749411069159,1531776749411124793)

P

sh [-c /sbin/ldconfig -p 2>/dev/null]

18196, 0

-1 -1 False

    EXEC (1531776749410992211,1531776749410992211)

P

<NA> [-c /sbin/ldconfig -p 2>/dev/null]

18206, 1531776749847400272

root 0 root 0 False

    EXEC (1531776748576834367,1531776749848931372)

    EXIT (1.531777e+18,1.531777e+18)

FF

4 832, 1, 0, 0

/etc/ld.so.cache
/lib/x86_64-linux-gnu/libc.so.6

pipe:[66730099]
...

    FF (1531776749848144443,1531776749850424777)

P

/usr/local/bin/node [-c python cos-write.py -p testat:foo:"ibm 4 life!"]

18205, 1531776749785614412

root 0 root 0 False

    EXEC (1.531777e+18,1.531777e+18)

    EXIT (1.531777e+18,1.531777e+18)

FF

434 3465586, 879, 0, 0

/usr/local/lib/python2.7/dist-packages/jmespath/visitor.pyc
/usr/src/app/credentials.json

pipe:[66729333]
...

    FF (1531776750430555807,1531776750834637653)

P

<NA> [-c uname -p 2> /dev/null]

18212, 1531776750544466132

root 0 root 0 False

    EXEC (1531776750545422073,1531776750549892985)

NF

5 17 [17 6]

20039, 100, 3965, 10

172.30.106.116:58213-172.21.0.10:53
172.30.106.116:58701-172.21.0.10:53
172.30.106.116:58754-172.21.0.10:53

...

    NF (1531776750557387301,1531776750877822415)

    EXIT (1531776750077851152,1531776771127482065)

FF

3 11648, 14, 0, 0

/dev/null
/etc/ld.so.cache

/lib/x86_64-linux-gnu/libc.so.6

    FF (1531776750077929149,1531776771124380375)

P

<NA> [-c uname -p 2> /dev/null]

18255, 1531776756692820946
18239, 1531776753983932528
18213, 1531776750548464080

...

root 0 root 0 False

    CLONE (1531776750078512390,1531776771124524082)

P

/bin/uname [-p]

18255, 1531776756692820946
18239, 1531776753983932528
18213, 1531776750548464080

...

root 0 root 0 False

'mitre:T1082'

    EXEC (1531776750078799469,1531776771126379158)

    EXIT (1531776750078799469,1531776771126379158)

FF

4 12480, 15, 8, 1

/etc/ld.so.cache
/lib/x86_64-linux-gnu/libc.so.6

pipe:[66730098]
...

    FF (1531776750078871708,1531776771126331902)

    CLONE (1531776750078512390,1531776771124524082)

    EXIT (1531776750545422073,1531776750549892985)

FF

4 832, 1, 0, 0

/etc/ld.so.cache
/lib/x86_64-linux-gnu/libc.so.6

pipe:[66730099]
...

    FF (1531776750545511045,1531776750549840456)

P

/bin/dash [-c /tmp/exfil.py -a]

17753, 0

root 0 root 0 False

    EXIT (1531776758418172248,1531776758418172248)
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HDC Encoding

• Three stages of encoding: 
• Node
• Path
• Graph

B

A

ED

C

GF

Node HV

B

A

ED

C

GF

Path HV
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Hardware Acceleration

PID: 0
Exe: a

Type: N
Args: 1,3,4

PID: 1
Exe: b

Type: P
Args: 1,2

PID: 1
Exe: b

Type: F
Args: 3,4

Exe-a
Type-N
Type-F
Type-P

Exe-a, Arg 1
Exe-a, Arg 2
Exe-a, Arg 3
Exe-a, Arg 4
Exe-a, Arg ...

Exe-b
Type-N
Type-F
Type-P

Exe-b, Arg 1
Exe-b, Arg 2
Exe-b, Arg 3
Exe-b, Arg 4
Exe-b, Arg ...

Node HV – PID: 0, Type: N Node HV – PID: 1, Type: P

+ +

Node HV – PID: 1, Type: F

+






Node HV – PID: 1, Type: P

Node HV – PID: 1, Type: P

Node HV – PID: 0, Type: N

(b) Node encoding: all HVs are generated/placed offline

(a) Example graph

Hop1 – PID: 1, Type: P

Hop1 – PID: 1, Type: P

Hop1 – PID: 0, Type: N

+

Current Path HVs
(hop-0: just Node HVs)

Next Path HVs
(hop-1)

(c) Path encoding

HopX – PID: 1, Type: P

HopX – PID: 1, Type: P

HopX – PID: 0, Type: N

Final Path HVs
(hop-X)

Attack Pattern HVs
(CAM)

+
Attack 2

Attack 1

Attack 0

Attack ...

(d) Graph encoding and search

…

Vector Adder

…
Vector Adder

…

Compute Cluster

Column
Driver

Row Driver

ADCs
Shift & Add

Interconnect

…

Data Line DriverMatch Line Driver
Sense 

Amplifiers

Search Cluster

0

1 2

3

4 5
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Similarity ≥ thresholdCosine 
Similarity

15

Threat Detection

• Evaluate using cosine similarity 
Graph HV

Attack Signature HV
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Evaluation

Research Questions:
• (1) What is the latency of our HDC approach? 
• (2) How accurate is our HDC approach at detecting threats?

Experiment Setup:
• Dataset of 10 benign traces and 18 malicious traces with attacks from 15 known 

MITRE TTPs
• CPU: Intel Core i7-8700K processor and 64GB memory
• PIM: NeuroSim to model a FeFET memory with 32 clusters, each consisting of 

2,048 memory blocks
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Performance Results

Per Attack Latency Total Latency
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Accuracy Results

ROC-AUC scores for each attack and hop length.
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Takeaways

20

We can improve performance of 
querying provenance graphs with HDC.
• Up to 4,242 times speedup with CPU compared 

to SotA.

We can achieve high detection accuracy 
using HDC-based querying.
• Greater than 90% detection accuracy across all 

attacks and hop lengths.  
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Thank you!


